Miodrag J. Mihaljevi¢
Biografski Podaci (CV) i izabrana Bibliografija

Summary

MIODRAG J. MIHALJEVIC is a Research Professor and the Deputy Director with the
Mathematical Institute, Serbian Academy of Sciences and Arts, Belgrade. His main research
interests include cryptology, information security and blockchain technology. He has
published more than 100 research articles in the leading international journals and conference
proceedings and over 200 publications in total. He is co-inventor of eight granted patents in
Japan, U.S., and China. He has organized and played principal investigator roles in over ten
national projects and has participated in over ten international research projects. Since 1997,
he has been holding long-term visiting positions at the universities and research institutes in
Japan, including The University of Tokyo, Sony Research Labs, the National Institute AIST,
and Chuo University, Tokyo. In 2013, he received the National Award of the Serbian
Academy of Sciences and Arts for ten years achievements. Since 2014, he has been an
Elected Member of the Academia Europaea. In the four consecutive years 2020, 2021, 2022.
And 2023, Dr. Mihaljevic is included in the ranked list colloquially known as "World’s Top
2% Scientists” (by Elsevier and Stanford University) regarding his career achievements. He
is an Elected Member of the Serbian Academy of Sciences and Arts from 2021. For more
information, please visit https://www.sanu.ac.rs/en/member/mihaljevic-miodrag/

Obrazovanije, izbori i zaposlenje

Zavrsio Elektrotehnicki fakultet, Univerziteta u Beogradu 1979., magistrirao je jula 1981.,
doktorirao juna 1990. Stekao zvanje nau¢nog savetnika 1999. godine u Matematickom
institutu (MI) SANU i Ministarstvu nauke Republike Srbije. Od septembra 1979. do maja
1998. radio je u vojnom Institutu za primenjenu matematiku i elektroniku, koji je bio
federalna institucija za zastitu informacija u SFRJ, gde je, izmedu ostalog, bio predsednik
nauc¢nog veca od 1994. Od 1992. je i spoljni saradnik MI-SANU, a od maja 1998. radi kao
stalno zaposlen u MI-SANU. Od marta 2015. je zamenik direktora MI-SANU, a od januara
2021. je i rukovodilac Sektora za racunarstvo u MI-SANU. Radni odnos M. Mihaljevi¢a u
MI-SANU je produzen do novembra 2025., prema ¢lanu 100, Zakona o nauci, Republike
Srbije.

Oblast rada

Oblast rada 1 naucno-tehnickih dostignuéa M. Mihaljevica je informaciona
bezbednost&privatnost i blok¢ejn thnologija koji su danas opSte prepoznati kao oblasti od
kljuénog znacaja za razvoj i primene informaciono-komunikacionih tehnologija. Glavna
dostignu¢a su u domenima evaluacije, dizajna i primena kriptografskih algoritama za
ostvarivanje informacione bezbednosti u informaciono-komunikacionim sistemima kao i
napredne tehnike i primene blokcejn tehnologije.


https://www.sanu.ac.rs/en/member/mihaljevic-miodrag/

Rukovodenje projektima.

U MI-SANU, M. Mihaljevi¢ je organizovao i rukovodio projektima osnovnih istrazivanja
realizovanim tokom 1993-1995, 1996-2000, 2002-2005, 2006-2010, i 2011-2019 godine, i
projektima tehnoloskog razvoja tokom 1998-2000 i 2002-2004 godine i Il potprojektom
2011-2018 godine (koje su finansirala ministrastva Vlade Republike Srbije) u kojima je bio i
jedan od vodec¢ih realizatora. Svi ovi projekti su imali veoma uspesne realizacije, tokom kojih
je, izmedu ostalog, objavljeno i vise od 300 radova u vode¢im medunarodnim ¢asopisima i
odbranjeno vise od 10 doktorskih disertacija. Takode, M. Mihaljevi¢ je organizovao i
rukovodio i viSe od 10 projekata koje su realizovani kroz bilateralne ugovore MI-SANU sa
drzavnim 1 privrednim institucijama uklju¢uju¢i Vladu Republike Srbije, Centralnu banku
Crne Gore i1 Telekom Srbija, u kojima je takode bio i jedan od glavnih realizatora. Kao
ilustracija projekata koje je organizovao i kojima je rukovodio M. Mihaljevi¢, navode se
slede¢i projekti osnovnih idstrazivanja ,,Novi prilozi tehnikama kriptologije, procesiranja
slika i algebarske topologije za informacionu bezbednost* (2011-2018), ,,Nove metode u
kriptologiji i procesiranju informacija“ (2006-2010), ,,Nove metode za kriptografsku zastitu i
modelovanje informacija* (2002-2005), i1 projekat tehnoloskog razvoja ,,Softverski sistem za
kriptografsku zasstitu elektronskih arihva“ (2002-2004).

Medunarodna saradnja

M. Mihaljevi¢ je realizovao medunarodnu saradnju, kao deo realizacije projekata kojima je
rukovodio, i u kojima je bio jedan od vodecih istrazivaca, a koja je zapocela 1997. godine i
koja traje i dalje. Ova medunarodna saradnja je realizovana ili se realizuje u slede¢im
okvirima: FP6 okvirnog programa EU (2006-2009 godina), Tempus projekta (2009-2011
godina), COST akcija (2014-2018 godina), Japansko-Indijskog strateskog projekta u oblasti
kriptologije (2009-2012 godina), i u¢es¢a po pozivu u realizaciji vise od 10 projekata u
Japanu, SAD i Singapuru (1997-2021 godina).

M. Mihaljevi¢ je u funkciji naseg istraZzivackog razvoja i promocije naSih istrazivackih
potencijala od 1997. godine imao viSe gostuju¢ih pozicija po pozivu u Japanu: “Visiting
Researcher” na The University of Tokyo, SONY Computer Science Laboratories, SONY
Coropiration Research Laboratories, “Visiting Foreign Professor” na The University of
Tokyo, “Invited Senior Research  Scientist” u  National Institute  AIST,
“Researcher/Professor” na Chuo University, 1 “Project Professor” na The University of
Tokyo. Tekuée, M. Mihaljevi¢ je ucesnik dvogodisnjeg projekta (2021-2022 godina) iz
oblasti blokcejn tehnologije koji se realizuje u okviru Shandong Academy of Science, Kina,
saglasno krovnom ugovoru sa MI-SANU.

Naéno-stru¢ne reference

M. Mihaljevi¢ je autor preko 230 javno objavljenih referenci ukljucujuéi sledece: editor jedne
monografije 1 autorstvo viSe od 10 poglavlja u monografijama, vise od 70 radova u
Casopisim, vise od 50 radova na medunarodnim konferencijama, vise od 20 predavanje po
pozivu, 8 medunarodno priznatih patenata (Japan, SAD, Kina) i viSe od 40 tehnickih reSenja.
Posebno se ukazuje da kumulativna lista razmatranih 230 javno objavljenih ostvarenja M.



Mihaljevi¢a ne ukljucuje rezultate koji nisu javno dostupni zato $to su vlasniStvo drzavnih ili
poslovnih institucija.

Njegova citiranost, bez autocitata, je: vise od 1000 puta u WoS i vise od 1500 puta u Scopus-
u.

Nagrade i priznanja

M. Mihaljevi¢ je je dobitnik viSe priznanja i nagrada ukljucujuci i sledece:

- UvrS¢en je po ukupnim karijernim rezultatima na rang liste kolokvijano posnate kao
“World's Top 2% Scientists by Stanford University” (i unutar je 1.6% najboljih u oblasti
Networks & Telecommunications) za 2019., 2020., 2021. i 2022. godinu.

- Izabran je dopisnog clana Srpske akademije nauka i umetnosti (SANU) 2021. godine za
odeljenje tehnickih nauka

- Izabran za ¢lana Academia Europaea sa sediStem u Londonu i sada je jedan od 17 ¢lanova
(medu kojima je i 5 ¢lanova SANU) ove akademije iz Srbije (2014. godina);

- Jedan od dobitnika Nagrade SANU u oblasti matematike i srodnih nauka 2013. godine za
njegova desetogodisnja dostignu¢a 2003-2012 u oblasti kriptologije 1 informacione
bezbednosti (2013. godina);

- Nagrada Ministarstva nauke i tehnoloSkog razvoja Republike Srbije za izuzetne rezultate u
oblasti osnovnih istrazivanja ostvarene 2002.-2003. godine (2004. godina);

- Nagrada iz GeneralStaba JNA za doktorsku disertaciju (1990. godana) ;

- “Medalja rada” za visegodisnje ukupne radne rezultate (1989. godina);

- “Majska nagrada” grada Beograda kao jednom od tri u generaciji prvo-diplomirana
inzenjera na Elektrotehnickom fakultetu u Beogradu (1979. godana).

Biografske i bibliografske informacije su raspoloZive i na
slede¢im linkovima:

SANU

https://www.sanu.ac.rs/en/member/mihaljevic-miodrag/
https://www.sanu.ac.rs/clan/mihaljevic-miodrag/

MI-SANU

https://www.mi.sanu.ac.rs/cv/cvmihaljevic.htm
https://www.mi.sanu.ac.rs/cv/pubmihaljevic.htm
https://www.mi.sanu.ac.rs/novi_sajt/NationalCenterCyberSecurityPrivacy/index.php

Repozitorijum rezultata MI-SANU

http://researchrepository.mi.sanu.ac.rs/cris/rp/rp00003
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Miodrag J. Mihaljevic — Lista izabranih reference

( raspoloziva na:
https://www.mi.sanu.ac.rs/cv/pubmihaljevic.htm )

Selected Patents

International Journals

Selected Book Chapters

Selected Papers in Proceedings of the International Conferences
National Journals

Selected Miscellaneous Publications

Selected Patents

1. Japan Patent JP 6667174 B2 : M.J. Mihaljevic and K. Matsuura,
Communication Data Encryption/decryption Method And System,
February 2020.

2. Japan Patent JP 6602210 B2: K. Matsuura and M.J. Mihaljevic,
Authentication System and Method,,
November, 2019.

3. Japan Patent JP 4863283 B2: M.J. Mihaljevic and H. Watanabe
Authentication system using light-weight authentication protocol,
November 18, 2011.

4. United States Patent US 8023649 B2: M.J. Mihaljevic and J. Abe
Method and apparatus for cellular automata based generation of pseudorandom
sequences with controllable period,
September 20, 2011.
available at
http://worldwide.espacenet.com/publicationDetails/originalDocument?FT=D&date=2
0110920&DB=EPODOC&locale=en_EP&CC=US&NR=8023649B2&KC=B2

5. China Patent CN 1698306 B2: M.J. Mihaljevic and J. Abe
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10.

11.

12.

Data processing method,

October 06, 2010.

available at
http://worldwide.espacenet.com/publicationDetails/originalDocument?FT=D&date=2
0101006&DB=EPODOC&Iocale=en EP&CC=CN&NR=1698306B&KC=B
http://worldwide.espacenet.com/publicationDetails/biblioc?DB=EPODOC&at=7&loca
le=en EP&FT=D&CC=US&NR=2005213765A1&KC=A1)

Japan Patent JP 4432350 B2: M.J. Mihaljevic and J. Abe

Data Processing Method, Program Thereof, Data Processor, and Receiver,

35 pages, March 2010.

available at
http://worldwide.espacenet.com/publicationDetails/biblio?FT=D&date=20100317&D
B=&locale=en_EP&CC=JP&NR=4432350B2&KC=B2&ND=1

United States Patent US 7502941 B2: L. Michael and M.J. Mihaljevic

Wireless data communication method and apparatus for software download system,
March 10, 2009.

available at
http://worldwide.espacenet.com/publicationDetails/originalDocument?FT=D&date=2
0090310&DB=EPODOC&locale=en EP&CC=US&NR=7502941B2&KC=B2

Japan Patent JP 3918578 B2: R. Morelos Zaragoza and M.J. Mihaljevic

Method and apparatus for loss correction and limited reception in streaming data,
and data communication apparatus,

May 23, 2007.

available at
http://worldwide.espacenet.com/publicationDetails/biblio?FT=D&date=20070523&D
B=EPODOC&Ilocale=en_EP&CC=JP&NR=3918578B2&KC=B2

Papers in publications from the Science Citation Index (SCI) list of the Web of
Science

M.J. Mihaljevic, M. Todorovic, and M. Knezevic, "An Evaluation of Power
Consumption Gain and Security of Flexible Green Pool Mining in Public Blockchain
Systems", Symmetry, 2023, vol. 15, 924. doi.org/10.3390/sym15040924

S. Zhang, C. Hu, L. Wang, M.J. Mihaljevic, S. Xu, and T. Lan, "A Malware
Detection Approach Based on Deep Learning and Memory Forensics", Symmetry,
2023, vol. 15, 758. doi: 10.3390/sym15030758

M.J. Mihaljevi¢, M. Knezevi¢, D. Urosevi¢, L. Wang, and S. Xu, "An Approach for
Blockchain and Symmetric Keys Broadcast Encryption Based Access Control in 1oT",
Symmetry, 2023, vol. 15, 299. doi: 10.3390/sym15020299

M.J. Mihaljevic, L. Wang, S. Xu and M. Todorovic, "An Approach for Blockchain
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13.
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17.

18.

19.

20.

21.

22.

Pool Mining Employing the Consensus Protocol Robust against Block Withholding
and Selfish Mining Attacks", Symmetry 2022, 14 (8), 1711. (28 pages)

M.J. Mihaljevic, L. Wang and S. Xu,, "An Approach for Security Enhancement of
Certain Encryption Schemes Employing Error Correction Coding and Simulated
Synchronization Errors”, Entropy 2022, 24(3), 406; (10 pages)

M.J. Mihaljevic, A. Radonjic, L. Wang and S. Xu,, "Security Enhanced Symmetric
Key Encryption Employing an Integer Code for the Erasure Channel”, Symmetry
2022, 14 (8), 1709. (21 pages)

S. Tomovic, M. Knezevic, and M.J. Mihaljevic, "Analysis and Correction of the
Attack against the LPN-Problem Based Authentication Protocols”,

Mathematics, vol. 9, Iss. 5, (27 pages), March 2021, doi:10.3390/math9050573.
https://www.mdpi.com/2227-7390/9/5/573

M.J. Mihaljevic, "A Blockchain Consensus Protocol Based on Dedicated Time-
Memory-Data Trade-Off", IEEE Access, vol. 8, pp. 141258-141268, Avg 2020

M. KnezZevic, S. Tomovic and M.J. Mihaljevic, "Man-In-The-Middle Attack against
Certain Authentication Protocols Revisited: Insights into the Approach and
Performances Re-Evaluation™, Electronics, vol. 9 (8), 1296 (23 pages) Avg. 2020

M.J. Mihaljevic, "A Security Enhanced Encryption Scheme and Evaluation of Its
Cryptographic Security",

Entropy , vol 21 (7), July 2019 (11 pages); https://doi.org/10.3390/e21070701 ,
https://www.mdpi.com/1099-4300/21/7/701

M.J. Mihaljevic and F. Oggier, "Security Evaluation and Design Elements for a
Class of Randomized Encryptions”,

IET Information Security, 12 pages, Vol. 13, no. 1, pp. 36-47, Jan. 2019,

DOI: 10.1049/iet-ifs.2017.0271,
https://digital-library.theiet.org/content/journals/10.1049/iet-ifs.2017.0271 &
https://ieeexplore.ieee.org/document/8611527

M.J. Mihaljevic, A. Kavcic and K. Matsuura, "An Encryption Technique for
Provably Secure Transmission from a High Performance Computing Entity to a Tiny
One",

Mathematical Problems in Engineering, Volume 2016, Article ID 7920495, 10 pages,
http://dx.doi.org/10.1155/2016/7920495 .

S. Tomovic, M.J. Mihaljevic, A. Perovic and Z. Ognjanovic, "A Protocol for
Provably Secure Authentication of a Tiny Entity to a High Performance Computing
One",

Mathematical Problems in Engineering, Volume 2016, Article ID 9289050, 9 pages,
http://dx.doi.org/10.1155/2016/9289050 .

F. Oggier and M.J. Mihaljevic, "An Information-Theoretic Security Evaluation of a
Class of Randomized Encryption Schemes",
IEEE Transactions on Information Forensics and Security, vol. 9, no. 2, pp. 158-168,


https://www.mdpi.com/2227-7390/9/5/573
https://doi.org/10.3390/e21070701
https://www.mdpi.com/1099-4300/21/7/701
https://digital-library.theiet.org/content/journals/10.1049/iet-ifs.2017.0271
https://ieeexplore.ieee.org/document/8611527
http://dx.doi.org/10.1155/2016/7920495
http://dx.doi.org/10.1155/2016/9289050

23.

24,

25.

26.

27.

28.

29.

30.

31.

32.

33.

Feb. 2014. (DOI: 10.1109/TIFS.2013.2294763).

M.J. Mihaljevic, S. Gangopadhyay, G. Paul and H. Imai, "Internal State Recovery of
Keystream Generator LILI-128 Based on a Novel Weakness of the Employed
Boolean Function™,

Information Processing Letters, vol. 112, no. 21, pp. 805-810, November 2012.

M.J. Mihaljevic, S. Gangopadhyay, G. Paul and H. Imai, "State Recovery of Grain-
vl Employing Normality Order of the Filter Function”,
IET Information Security, vol. 6, no. 2, pp. 55-64, June 2012.

M.J. Mihaljevic, S. Gangopadhyay, G. Paul and H. Imai, "Generic Cryptographic
Weakness of k-normal Boolean Functions in Certain Stream Ciphers and
Cryptanalysis of Grain-128",

Periodica Mathematica Hungarica, vol. 65, no. 2, pp. 205-227, Dec. 2012.

M. Mihaljevic and H. Imai, "An approach for stream ciphers design based on joint
computing over random and secret data”,

Computing, vol. 85, no. 1-2, pp. 153-168, June 2009. (DOI: 10.1007/s00607-009-
0035-x)

M. Mihaljevic, M. Fossorier and H. Imai, "Security Evaluation of Certain Broadcast
Encryption Schemes Employing a Generalized Time-Memory-Data Trade-Off",
IEEE Communications Letters, vol. 11, no. 12, pp. 988-990, Dec. 2007.

M. Fossorier, M. Mihaljevic and H. Imai, "Modeling Block ecoding Approaches for
Fast Correlation Attack",
IEEE Transactions on Information Theory, vol. 53, no. 12, pp. 4728-4737, Dec. 2007.

M. Mihaljevic, "Generic framework for secure Yuan 2000 quantum encryption

protocol employing the wire-tap channel approach™,
Physical Review A, vol. 75, no. 5, pp. 052334-1-5, May 2007.

M. Mihaljevic, M. Fossorier and H. Imai, "Birthday Paradox Based Security Analysis
of Certain Broadcast Encryption Schemes",

IEICE Transactions on Fundamentals of Electronics Communications and Computer
Sciences, vol. E90-A, no. 6, pp. 1248-1251, June 2007.

M.P.C. Fossorier, M.J. Mihaljevic, H. Imai, Y. Cui and K. Matsuura, "An Algorithm
for Solving the LPN Problem and its Application to Security Evaluation of the HB
Protocols for RFID Authentication”,

Lecture Notes in Computer Science, vol. 4329, pp. 48-62, Dec. 2006.

M. Mihaljevic, M. Fossorier and H. Imai, "Security Weaknesses of Certain Broadcast
Encryption Schemes",
Lecture Notes in Computer Science, vol. 3919, pp. 228-245, July 2006.

M. Mihaljevic, M. Fossorier and H. Imai, " A Novel Broadcast Encryption Based on
Time-Bound Cryptographic Keys",
Lecture Notes in Computer Science, vol. 3919, pp. 258-276, July 2006.
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45,

46.

47

.J. Wang, M. Mihaljevic, L. Harn, and H. Imai, "A Hierarchical Key Management
Approach for Secure Multicast”,
Lecture Notes in Computer Science, vol. 3894, pp. 422-434, March 2006.

M. Mihaljevic, M. Fossorier and H. Imai, "A General Formulation of Algebraic and
Fast Correlation Attacks Based on Dedicated Sample Decimation”,
Lecture Notes in Computer Science, vol. 3857, pp. 203-212, Feb. 2006.

M. Mihaljevic, M. Fossorier and H. Imai, "Cryptanalysis of keystream generator by
decimated sample based algebraic and fast correlation attacks",
Lecture Notes in Computer Science, vol. 3797, pp. 155-168, Dec. 2005.

M. Mihaljevic, M.P.C. Fossorier and H. Imai, "Key management with minimized
secret storage employing an erasure channel approach”,
IEEE Communications Letters, vol. 9, pp. 741-743, Aug. 2005.

M. Mihaljevic and H. Imai, "The decimated sample based improved algebraic attacks
on nonlinear filters",
Lecture Notes in Computer Science, vol. 3352, pp. 310-323, Jan 2005.

M. Mihaljevic, M. Fossorier and H. Imai, "Secret-public storage trade-off for
broadcast encryption key management”,
Lecture Notes in Computer Science, vol. 3269, pp. 375-387, October 2004.

M. Mihaljevic, "Reconfigurable key management for broadcast encryption”,
IEEE Communications Letters, vol. 8, pp. 440-442, July 2004.

M. Mihaljevic, "Key management schemes for stateless receivers based on time
varying heterogeneous logical key hierarchy",
Lecture Notes in Computer Science, vol. 2894, pp. 137-154, 2003.

M. Mihaljevic, "On vulnerabilities and improvements of fast encription algorithm for
multimedia FEA-M",
IEEE Trans. Cons. Electr., vol. 49, no. 4, pp. 1199-1206, Nov. 2003.

M. Mihaljevic, "Broadcast encryption schemes based on the sectioned key tree",
Lecture Notes in Computer Science, vol. 2836, pp. 158-169, Oct. 2003.

P. Camion, M. Mihaljevic and H. Imai, "Two allerts for design of certain stream
ciphers: Trapped LFSR and weak resilient function over GF(q)",
Lecture Notes in Computer Science, vol. 2595, pp. 196-213, 2003.

L. Michael, M. Mihaljevic, S. Haruyama and R. Kohno, "Security issues for Software
Defined Radio: Design of a Secure Download System",
IEICE Trans. Communications, vol. E85-B, pp. 2588-2600, Dec. 2002.

M. Mihaljevic and R. Kohno, "Cryptanalysis of fast encryption algorithm for
multimedia FEA-M",
IEEE Communications Letters, vol. 6, pp.382-384, September 2002.

. L. Michael, M. Mihaljevic, S. Haruyama and R. Kohno, "A framework for secure
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download for software defined radio”,
IEEE Communications Magazine, vol. 40, no. 7, pp. 88-96, July 2002.

M. Mihaljevic, M.P.C. Fossorier and H. Imai, "Fast correlation attack algorithm with
the list decoding and an application”,
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